User agent Authorization manager

Service provider

Consumer

Step 0: Introduce service provider to authorization manager (V2009.04.09.1)
Dotted-line steps tale place outside this protocol.

1
Provide authorization manager metadata URL (via HTTF)

GET authorization manager metadats

Policy decision resource, consumer key issuer,
reguest token issuer, access token issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
ey "ock" and secret "ocks", Authorization manager in turn acts as an Oauth service provider.

POST reguest service provider handle

401 unauthorized
protection realm matches metadata

POST request OAuth request tolen
(w. "ock" and sign w. "ocks")

Allocate request toleen (unauthorized)

Reguest token "rt" and secret "rts"

Redirect user agent to authorization manager to authorize reguest token "rt" (w, callback URL)

Reguest authorization consent page (w, "rt"
Return authorization consent page

=

Authorize

Authorize reguest token (w. "rt")

Change status of request token "rt" to authorized 3
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Step 0: Introduce service provider to authorization manager (V2009.04.09.1)
Dotted-line steps tale place outside this protocol.

GET authorization manager metadata
Policy decision resource, consumer key issuer,
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Service provider acts below as anonymous OAuth consumer, using openly published consumer
ey "ock" and secret "ocks", Authorization manager in turn acts as an Oauth service provider.
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401 unauthorized
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=
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Service provider Consumer

User agent Authorization manager

Step 0: Introduce service provider to authorization manager (V2009.04.09.1)
Dotted-line steps take place outside this protocol.

Provide authorization manager_metadata UREL (via HTTF)

GET authorization manager metadata

Policy decision resource, consumer key issuer,
reguest token issuer, access token issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
key "ock" and secret "ocks". Authorization manager in turn acts as an OAuth service provider.

POST request service provider handle

401 unauthorized
protection realm matches metadata

POST request OAuth request tolen
(w. "ock" and sign w, "ocks")

Reguest authorization consent page (w. "rt"

Return authorization consent page

Authorize

=)

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized 3




Lser agent Authorization manager Service provider

Consumer

Step 0: Introduce service provider to authorization manager (V2002.04.09.1)
Dotted-line steps take place outside this protocal.

|
Provide authorization manager_metadata URL (via HTTP)

GET authorization manager metadata

Folicy decision resource, consumer key issuer,
reguest token issuer, access folen issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
key "ock" and secret "ocks", Authorization manager in turn acts as an OAuth service provider,

POST request service provider handle

401 unauthorized
rotection realm matches metadata

POST request OAuth request tolken
(w. "ock" and sign w. "ocks")

Allocate request tolen (unauthorized)

Request token "rt" and secret "rts"

Redirect user agent to authorization manager to authorize reguest token "rt" (w. callback LURL

Reguest authorization consent page (w, "rt")

Return authorization consent page

Authorize

<)

Authorize request tolken (w, "rt")

Change status of request token "rt" to authorized 3
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Step 0: Introduce service provider to authorization manager (V2002.04.09.1)
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401 unauthorized
rotection realm matches metadata

POST request OAuth request tolken
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Allocate request tolen (unauthorized)
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Redirect user agent to authorization manager to authorize reguest token "rt" (w. callback LURL

Reguest authorization consent page (w, "rt")

Return authorization consent page

Authorize

<)

Authorize request tolken (w, "rt")
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Lser agent Authorization manager Service provider

Consumer

Step 0: Introduce service provider to authorization manager (V2002.04.09.1)
Dotted-line steps take place outside this protocal.

|
Provide authorization manager_metadata URL (via HTTP)

GET authorization manager metadata

Policy decision resource, consumer key issuer,
reguest token issuer, access folen issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
key "ock" and secret "ocks", Authorization manager in turn acts as an OAuth service provider,

POST reguest service provider handle

401 unauthorized
rotection realm matches metadata

POST request OAuth request tolken
(w. "ock" and sign w. "ocks")

Allocate request tolen (unauthorized)

Request token "rt" and secret "rts"

Redirect user agent to authorization manager to authorize reguest token "rt" (w. callback LURL

Reguest authorization consent page (w, "rt")

Return authorization consent page

Authorize
----J

Authorize request tolken (w, "rt")

Change status of request token "rt" to authorized 3




Lser agent Authorization manager Service provider

Consumer

Step 0: Introduce service provider to authorization manager (V2002.04.09.1)
Dotted-line steps take place outside this protocal.

|
Provide authorization manager_metadata URL (via HTTP)

GET authorization manager metadata

Policy decision resource, consumer key issuer,
reguest token issuer, access folen issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
key "ock" and secret "ocks", Authorization manager in turn acts as an OAuth service provider,

POST request service provider handle

401 unauthorized
(protection realm matches metadata)

POST request OAuth request tolken
(w. "ock" and sign w. "ocks")

Allocate request tolen (unauthorized)

Request token "rt" and secret "rts"

Redirect user agent to authorization manager to authorize reguest token "rt" (w. callback LURL

Reguest authorization consent page (w, "rt")

Return authorization consent page

Authorize

<)

Authorize request tolken (w, "rt")

Change status of request token "rt" to authorized 3




Step 0. Introduce service provider to authorization manager (V2009.04.09.1)
Dotted-line steps take place outside this protocol.

Provide authorization manager_metadata URL (via HTTF)

GET authorization manager metadata

Policy decision resource, consumer key issuer,
reguest tolen issuer, access token issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
key "ock" and secret "ocks". Authorization manager in turn acts as an OAuth service provider.

POST request service provider handle

401 unauthorized
protection realm matches metadata

POST request OAuth request tolen
fw, "ock" and sign w, "ocks"™)

Allocate request tolen (unauthorized) 3

Request token "rt" and secret "rts"

Redirect user agent to authorization manager to authorize request token "rt" (w. callback URL

Reguest authorization consent page (w. "rt")

Return authorization consent page

Authorize

=l

Authorize request tolen (w, "rt")

Change status of request token "rt" to authorized 3

Redirect user agent to callback: URL
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Step 0: Introduce service provider to authorization manager (V2002.04.09.1)
Dotted-line steps take place outside this protocal.

Authorize

|
Provide authorization manager_metadata URL (via HTTP)

GET authorization manager metadata

Policy decision resource, consumer key issuer,
reguest token issuer, access folen issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
key "ock" and secret "ocks", Authorization manager in turn acts as an OAuth service provider,

POST request service provider handle

401 unauthorized
rotection realm matches metadata

POST request OAuth request tolken
(w. "ock" and sign w. "ocks")

Allocate request tolen (unauthorized) B====== \

=

Request token "rt" and secret "rts"

r to authorize reguest token "rt" (w. callback URL

Redirect user agent to authorization manage

Reguest authorization consent page (w, "rt")

Return authorization consent page

Authorize request token (w, "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback URL

Callback to confirm that reguest token is authorized
‘ Request access tolken 1




1
Provide authorization manager_metadata URL (via HTTF)

GET authorization manager metadata

Policy decision resource, consumer key issuer,
reguest tolen issuer, access token issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
key "ock" and secret "ocks". Authorization manager in turn acts as an OAuth service provider.

POST request service provider handle

401 unauthorized
protection realm matches metadata

POST request OAuth request tolen
(w. "ock" and sign w. "ocks")

Allocate request tolen (unauthorized) 3

Feguest token "rt" and secret "rts"

Redirect user agent to authorization manager to authorize request token "rt" (w. callback URL

Reguest authorization consent page (w. "rt")

Return authorization consent page

Authorize

=l

Authorize request tolen (w, "rt")

Change status of request token "rt" to authorized 3

Redirect user agent to callback: URL

Callback: to confirm that reguest token is authorized

Request access tolen
f’wl "Ek"; Ilr.tll and s|gn W. "DEI"_:S"; Ilr.t-sll"llI

Allocate access token




GET authorization manager metadata

Policy decision resource, consumer key issuer,
reguest token issuer, access foken issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
key "ock" and secret "ocks". Authorization manager in turn acts as an OAuth service provider.

POST reguest service provider handle

401 unauthorized
protection realm matches metadata

POST request OAuth request tolen
(w. "ock" and sign w. "ocks")

Allocate request tolen (unauthorized) )

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize request token "rt" (w, callback URL)

Reguest authorization consent page (w, "rt"

Return authorization consent page

Authorize

Authorize reguest token (w. "rt")

Change status of request token "rt" to authorized )

Fedirect user agent to callbacl: URL

Callback to confirm that reguest tolen is authorized

Request access token
fW. IIEP:II: Ilrtll and Slgr‘l W. ”DEI"_:S"; Ilr.t-sll‘:I

Allocate access token




Policy decision resource, consumer ley issuer,

reguest tolien issuer, access token issuer

Service provider acts below as anonymous OAuth consumer, using openly published consumer
key "ock" and secret "ocks", Authorization manager in turn acts as an OAuth service provider.

POST request service provider handle

401 unauthorized
protection realm matches metadata

POST request OAuth request token
(w. "ock" and sign w. "ocks")

Allocate request token (Unauthorized) 3

Reguest token "rt" and secret "ris"

FRedirect user agent to authorization manager to authorize request tolken "rt" (w. callback: LUEL

Reguest authorization consent page (w. "rt") -

Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized )

Redirect user agent to callbacl: URL

Callback: to confirm that reguest tolken is authorized

Request access tolen
{W. "El’:", "rt" and Sigr'l W, "D‘LCS": ||r_t-su*:|

Allocate access token

Arcess token "sat" and secret "sats"




! request tolen issuer, access tolen issuer > I

Service provider acts below as anonymous OAuth consumer, using openly published consumer
ey "ock" and secret "ocks", Authorization manager in turn acts as an OAuth service provider.

POST reguest service provider handle

401 unauthorized
nrotection realm matches metadata

POST request OAuth request tolen
(w. "ock" and sign w. "ocls")

Allocate request tolen (unauthorized)

Redirect user agent to authorization manager to authorize request token "rt" (w. callback URL)

Reguest authorization consent page (w, "rt"

Return authorization consent page

Authorize

=

Authorize request token (w. "rt")

Change status of request token "rt" to authorized )

Redirect user agent to callback URL

Callback: to confirm that request tolen is authorized

Request access tolken
fW. "DEI{": ||r_t|| ar'ld Sign w. IIE&S", ||r_t-su~:|

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
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Service provider acts below as anonymous OAuth consumer, using openly published consumer
ey "ock" and secret "ocks", Authorization manager in turn acts as an OAuth service provider.

POST reguest service provider handle

401 unauthorized
protection realm matches metadata

POST reqguest OAuth request tolen
(w. "ock" and sign w. "ocks")

Allocate request toleen (unauthorized)

Redirect user agent to authorization manager to authorize reguest token "rt" (w, callback URL)

Reguest authorization consent page (w. "rt"
Return authorization consent page

Authorize

Authorize reguest tolen (w. "rt")

Change status of request token "rt" to authorized 3

Redirect user agent to callback URL

Callbaclk: to confirm that request token is authorized

Request access tolen
fw. IIDE"’:", ||r.t|| ar'ld Sign W, "CI IfS", ||rt-su~:|

.

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks"; "sats"

Allarate carvire nrovidaer bandla




POST reguest service provider handle

401 unauthorized
protection realm matches metadata

POST request OAuth request token

(w, "ock" and sign w. "ocks")

Allocate request token (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback URL})

Reguest authorization consent page (w. "rt"
Return authorization consent page

Authorize

Authorize reguest token (w, "rt") -
Change status of request token "rt" to authorized

Redirect user agent to callback LRL

Callback: to confirm that reguest token is authorized

Request access token
fW. "Dt;l":"; Ilrtll ar.ld Slgn W. II%III Ilrt-sll‘j

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks", "sats"

Allocate service provider handle




401 unauthorized
nrotection realm matches metadata

POST request OAuth request tolen
(w, "ock" and sign w. "ocls")

Allocate request tolen (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt” (w, callback LRL})

Reguest authorization consent page {(w., "rt"
Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request tolen "rt" to authorized B===== 3

i

Fedirect user agent to callback: LRL

Callback: to confirm that request tolen is authorized

Request access tolken
(W. "DEI{": ||r_t|| ar'ld Sign w. II[&S", ||r_t-su~:|

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks"; "sats"

Allocate service provider handle

Service provider handle "sph"

. Connection o o aorizatios mananar e ierecef |l




POST reqguest OAuth request tolen
(w. "ock" and sign w. "ocks")

Allocate request toleen (unauthorized)

Redirect user agent to authorization manager to authorize reguest token "rt" (w, callback URL)

Reguest authorization consent page (w. "rt"
Return authorization consent page

Authorize

Authorize reguest tolen (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent fo callback URL

Callbaclk: to confirm that request token is authorized

Request access tolen
fw. IIDE"’:", ||r.t|| ar'ld Sign W, IIC&S", ||rt-su~:|

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks"; "sats"

Allocate service provider handle

Service provider handle "sph"

Connection to authorization manager successiul

Configure policies (optional)




(w, "ock" and sign w. "ocks")

Allocate request token (unauthorized)

Reguest token "rt" and secret "rts"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback URL})

Reguest authorization consent page (w. "rt"
Return authorization consent page

Authorize

Authorize reguest token (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback URL

Callback to confirm that reguest tolen is authorized -

Request access token
f’wl "Dt;l":"; Ilrtll ar.ld Slgn W. II%III Ilrt-sll"'j

Allocate access token

Access token "sat” and secret "sats”

POST request service provider handle
(w. "ock", "sat" and sign w. "ocks", "sats"

Allocate service provider handle

nrovider handle "sph"

Service

Connection to authorization manager successiul

Configure policies (optional)

User agent Authorization manaager

Consumer



Allocate request token (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback LRL})

Reguest authorization consent page (w. "rt") o
Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback LRL

Callbacl: to confirm that request tolen is authorized

Request access token
(w, "ock", "rt" and sign w. "ocks", "rts")

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks", "sats"

Allocate service provider handle

Service provider handle "sph"

Connection to authorization manager successiul

Configure policies (optional

User agent Authorization manager Service provider

Consumer



Allocate request token (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback LRL})

Reguest authorization consent page (w. "rt") o
Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback LRL

Request access token
rW. "DEI":"J "r’t" ar‘u:l Sign W, IIC&CS", "rt_s"]

Allocate access token B======

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks", "sats"

Allocate service provider handle

Service provider handle "sph"

Connection to authorization manager successiul

Configure policies (optional

User agent Authorization manager Service provider

Consumer



Allocate request token (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback LRL})

Reguest authorization consent page (w. "rt") o
Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback LRL

Callbacl: to confirm that request tolen is authorized

Request access token
rW. "DEI":"J "r’t" ar‘u:l Sign W, IIC&CS", "rt_s"]

Allocate access token

Access token "sat" and secret "sats"

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks", "sats"

Allocate service provider handle

Service provider handle "sph"

Connection to authorization manager successiul

Configure policies (optional

User agent Authorization manager Service provider

Consumer



Allocate request token (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback LRL})

Reguest authorization consent page (w. "rt") o
Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback LRL

Callbacl: to confirm that request tolen is authorized

Request access token
rW. "DEI":"J "r’t" ar‘u:l Sign W, IIC&CS", "rt_s"]

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks", "sats"™)

Allocate service provider handle

Service provider handle "sph"

Connection to authorization manager successiul

Configure policies (optional

User agent Authorization manager Service provider

Consumer



Allocate request token (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback LRL})

Reguest authorization consent page (w. "rt") o
Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback LRL

Callbacl: to confirm that request tolen is authorized

Request access token
rW. "DEI":"J "r’t" ar‘u:l Sign W, IIC&CS", "rt_s"]

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks", "sats"

Allocate service provider handle Sg======

Service provider handle "sph"

Connection to authorization manager successiul

Configure policies (optional

User agent Authorization manager Service provider

Consumer



Allocate request token (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback LRL})

Reguest authorization consent page (w. "rt") o
Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback LRL

Callback: to confirm that request token is authorized

Request access token
rW. "DEI":"J "r’t" ar‘u:l Sign W, IIC&CS", "rt_s"]

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks", "sats"

Allocate service provider handle

Service provider handle "sph"

Connection to authorization manager successiul

Configure policies (optional

User agent Authorization manager Service provider

Consumer



Allocate request token (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback LRL})

Reguest authorization consent page (w. "rt") o
Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback LRL

Callbacl: to confirm that request tolen is authorized

Request access token
rW. "DEI":"J "r’t" ar‘u:l Sign W, IIC&CS", "rt_s"]

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks", "sats"

Allocate service provider handle

Service provider handle "sph"

Configure policies (optional

User agent Authorization manager Service provider

Consumer



Allocate request token (unauthorized)

Reguest token "rt" and secret "ris"

Redirect user agent to authorization manager to authorize reguest tolen "rt" (w. callback LRL})

Reguest authorization consent page (w. "rt") o
Return authorization consent page

Authorize

Authorize request tolen (w. "rt")

Change status of request token "rt" to authorized

Redirect user agent to callback LRL

Callbacl: to confirm that request tolen is authorized

Request access token
rW. "DEI":"J "r’t" ar‘u:l Sign W, IIC&CS", "rt_s"]

Allocate access token

Access token "sat" and secret "sats”

POST request service provider handle
(w, "ock", "sat" and sign w. "ocks", "sats"

Allocate service provider handle

Service provider handle "sph"

Connection to authorization manager successiul

User agent Authorization manager

Service provider

Consumer



